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report.txt 

/ 

bin tmp home 

hendery wendy 

task sport lab 

home.html game.txt 
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/ 

etc lib home 

irene lucas 

work personal 

resume.txt 

research 

proposal.txt 

page.html 
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$ pwd 

 

$ ls [option] 

 

 

$ cd directory 

$ cd .. 

$ cd / 
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$ cd ~ 

 

 

$ mkdir directory 

$ mkdir Sem1 Sem2 Sem3 

$ mkdir –p Sem2/OSOS 

 

$ cat > info.txt 

$ touch nota.txt 
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$ > reference.txt 

 

 

$ nano nota.txt 

 

 

 

 

 

$ more nota.txt 

$ head –[number] nota.txt 

$ tail –[number] nota.txt 
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$ less nota.txt 

$ cat nota.txt 

$ cp [option] source destination 

$ cp /etc/passwd . 

$ cp /etc/passwd Sem2/OSOS 
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$ mv source destination 

$ mv nota.txt Sem2/OSOS 

$ mv Sem2/OSOS/nota.txt Sem2/OSOS/task1.txt 

$ rm [option] filename 

$ rmdir directoryname 
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/ 

etc lib home 

work study 

project ict research report.txt 

proposal.txt page.html 

johnny 
passwd 



TOPIC 4
USER & GROUP
MANAGEMENT



© Hands-On-Guide: Ubuntu 22.04 Server Administration 17 

 
 

<Username>:<Password>:<UID>:<User-Details>:<Home-Directory>:<L

ogin Shell> 

 

 

$ sudo adduser [username] 

$ sudo adduser hana

$ sudo passwd [username] 

$ sudo passwd hana
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$ id [username] 

or 

$ tail -10 /etc/passwd 

 

 

 

<GroupName>:<Password>:<GID>:<Member> 

 

 

$ sudo addgroup [groupname] 

$ sudo addgroup jke 

$ sudo addgroup dee 

 

$ more /etc/group 
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$ sudo usermod -g [groupname] [username] 

$ sudo usermod -g jke hana 

 

$ sudo usermod -G [groupname] [username] 

$ sudo usermod -G dee hana 

 

 

$ sudo deluser –remove-home [username] 

$ sudo deluser –remove-home hana 

 

 

$ sudo delgroup [groupname] 
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$ sudo delgroup dee 

 

 

 

 

 

bin tmp home 

irene lucas mark 

/ 
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$ chmod permissions filename 

$ chmod 755 file.txt 

$ chmod 644 file.txt 



© Hands-On-Guide: Ubuntu 22.04 Server Administration 24 

$ chmod 700 file.txt 

$ chmod 555 file.txt 

$ chmod 070 file.txt 

$ man chmod 

 

 

 

$ chmod u+rwx file.txt 
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$ chmod go-w file.txt 

$ chmod g+x file.txt 

$ chmod u=rw,g=r,o= file.txt 

$ chmod a+r file.txt 

$ chown [username] [filename] 

$ chown hana file.txt 

 

$ chgrp [group_name] [filename] 

$ chgrp jke file.txt 
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$ chown [username:group_name] [filename] 

$ chown hana:jke file.txt 

 

 

 

 

 

 

bin tmp home 

irene lucas 

IOT OSOS report.txt 

mark 

PSPD CSA 

test.txt pbt.txt lab3.c 

/ 
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→ ← ↔ → ←
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$ ip address show 

 

$ ip address show enp0s3 

 

$ sudo ip link set dev enp0s3 down 

 

$ sudo ip link set dev enp0s3 up 

 

$ ip route 

 

$ sudo apt install net-tools 
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$ sudo ifconfig 

 

$ ifconfig enp0s3 

 

$ sudo ifdown enp0s3 

 

$ sudo ifup enp0s3 

$ ping www.pkt.edu.my 

$ traceroute www.google.com 

$ netstat -a 
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$ netstat -au 

$ netstat -lt 

$ netstat -nr 

$ host www.google.com 

 

 

 
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 

 

 

https://tecadmin.net/wp-content/uploads/2022/04/open-network-setting-in-ubuntu2204.png
https://tecadmin.net/wp-content/uploads/2022/04/open-network-setting-in-ubuntu2204-step2.png
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  

  

 

 

 

https://tecadmin.net/wp-content/uploads/2022/04/setup-static-ipv4-address-in-ubuntu2204.png
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  $ sudo ip a 

 

 

 

  $ sudo vi /etc/netplan/01-netcfg.yaml  
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1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

network: 

    version: 2 

    renderer: networkd 

    ethernets: 

        enp0s3: 

            addresses: 

                - 172.16.24.5/24 

            nameservers: 

                addresses: [8.8.8.8, 8.8.4.4] 

            routes: 

                - to: default 

                  via: 172.16.24.1 

 

 

 

 

 

 

$ sudo netplan try 

 

$ sudo netplan apply  
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$ sudo hostnamectl set-hostname lnx1 

$ sudo apt-get install -y bind9 bind9utils 

Computer Name: lnx1 
IP Address: 172.16.24.5 /24 
Default Gateway: 172.16.24.1 
DNS: Server IP Address 
OS: Ubuntu Server 22.04 (CLI) 

Computer Name: client1 
IP Address: 172.16.24.87 /24 
Default Gateway: 172.16.24.1 
DNS: Server IP Address 
OS: Ubuntu Desktop 22.04 
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$ sudo nano /etc/bind/named.conf.local 

zone “cille.com.my” IN { 

 type master; 

 file “/etc/bind/fw.cille”; // Forward zone file 

 allow-update { none; }; 

}; 

zone “24.16.172.in-addr.arpa” IN { 

 type master; 

 file “/etc/bind/rv.cille”; // Reverse zone file 

 allow-update { none; }; 

};  

$ sudo cp /etc/bind/db.local /etc/bind/fw.cille 

 

$ sudo nano /etc/bind/fw.cille 
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 

 

 

 

 

 

$TTL    604800 

@       IN      SOA     cille.com.my. root.cille.com.my. ( 

       200101         ; Serial  

       604800         ; Refresh 

        86400         ; Retry 

      2419200         ; Expire 

       604800 )       ; Negative Cache TTL 

 

; Name server record  

@ IN NS lnx1.cille.com.my. 

 

; A record for name server 

@ IN A 172.16.24.5 

lnx1 IN A 172.16.24.5 

 

; Mail Exchanger record  

@ IN MX 10 mail.cille.com.my. 

 

; A record hostname to IP address 

www IN A 172.16.24.5 

mail IN A 172.16.24.5 

client1 IN A 172.16.24.87 

 

; CNAME record 

ftp IN CNAME www.cille.com.my. 

 

$ sudo cp /etc/bind/db.255 /etc/bind/rv.cille 

 

$ sudo nano /etc/bind/rv.cille 
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 

 

$TTL    604800 

@       IN      SOA     cille.com.my. root.cille.com.my. ( 

       200102         ; Serial  

       604800         ; Refresh 

        86400         ; Retry 

      2419200         ; Expire 

       604800 )       ; Negative Cache TTL 

 

; Name server record  

@ IN NS lnx1.cille.com.my. 

@ IN A 172.16.24.5 

 

; Reverse lookup for Name Server 

5 IN PTR lnx1.cille.com.my 

 

; PTR Record IP address to hostname 

5 IN PTR www.cille.com.my. 

5 IN PTR mail.cille.com.my. 

87 IN PTR client1.cille.com.my. 

 

$ cd /etc/bind 

$ sudo named-checkconf

 

$ sudo named-checkzone cille.com.my fw.cille 

$ sudo named-checkzone 24.16.172.in-addr.arpa rv.cille 
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 

$ sudo rndc reload 

 

$ sudo service bind9 reload 

 

$ sudo service bind9 status 

$ sudo nano /etc/resolv.conf 

 

 

 
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 
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$ sudo apt-get install -y nfs-kernel-server 

$ sudo service nfs-kernel-server status 

$ sudo apt update 

$ sudo mkdir -p /mnt/nfs_share

$ sudo chown -R nobody:nogroup /mnt/nfs_share
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$ sudo chmod -R 777 /mnt/nfs_share

$ sudo nano /etc/exports

/mnt/nfs_share 172.16.24.0/24(rw,sync,no_subtree_check)

 

 

 

 

 

$ sudo exportfs -a

$ sudo showmount -e

$ sudo service nfs-kernel-server restart 
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$ sudo apt -y install nfs-common

 

$ sudo mkdir -p /mnt/nfs_clientshare

$ sudo mount 172.16.24.5:/mnt/nfs_share /mnt/nfs_clientshare

$ df -h

$ cd /mnt/nfs_share/ 

$ touch test1.txt test2.txt 

$ ls -l /mnt/nfs_clientshare
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 

 

 

$ sudo apt install -y samba 

$ sudo service smbd status 

$ sudo service nmbd status 

$ sudo mkdir /samba

$ tail -5 /etc/group 

$ sudo chgrp sambashare /samba 
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$ sudo useradd -M -d /samba/lily -s /usr/sbin/nologin -G 

sambashare lily

 

 

 

 

 

 

$ sudo mkdir /samba/lily 

$ sudo chmod 2770 /samba/lily 

 

$ sudo chown lily:sambashare /samba/lily 

 

 

$ sudo smbpasswd -a lily

 

 

$ sudo smbpasswd -e lily

$ sudo cp /etc/samba/smb.conf{,.backup}

$ sudo nano /etc/samba/smb.conf 

 

...  

# input at the end of the file 

 

[lily] 

 path = /samba/lily 

 browseable = no 

 read only = no 
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 force create mode = 0660 

 force directory mode = 2770 

 valid users = lily @sambashare 

 

 

 

 

 

 

 

 

$ sudo testparm

$ sudo service smbd restart 

$ sudo service nmbd restart
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$ sudo apt install -y apache2 

 

 

http://your_server_ip/
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$ sudo apt install -y mysql-server 

$ sudo mysql 

$ sudo mysql_secure_installation 

 

 

 

 

 

 

$ sudo apt install -y php libapache2-mod-php php-mysql php-fpm 

php-gd php-common php-json php-imagick php-imap php-xml php-

mbstring php-curl php-zip php-bz2 php-intl php-ldap 

$ php -v 
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$ sudo mkdir /var/www/cille 

$ sudo chown –R www-data:www-data /var/www/cille 

$ sudo nano /etc/apache2/sites-available/cille.conf 

 

<VirtualHost *:80> 

 ServerName cille.com.my 

 ServerAlias www.cille.com.my 

 ServerAdmin webmaster@localhost 

 DocumentRoot /var/www/cille 

 ErrorLog ${APACHE_LOG_DIR}/error.log 

 CustomLog ${APACHE_LOG_DIR}/access.log combined 

</VirtualHost> 

 

 

$ sudo a2ensite cille.conf 

$ sudo a2dissite 000-default.conf 

$ sudo apache2ctl configtest 



© Hands-On-Guide: Ubuntu 22.04 Server Administration 56 

$ sudo service apache2 reload 

$ sudo nano /var/www/cille/index.html 

  
<html> 

   <head> 

      <title>cille.com.my</title> 

   </head> 

   <body> 

     <h1> Hello Everyone! </h1> 

     <p> This is the landing page of <strong>cille.com.my</strong>.</p> 

   </body> 

</html> 

 

 

http://www.cille.com.my 

OR 

http://172.16.24.5 

$ sudo nano /var/www/cille/info.php 
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<?php 

phpinfo(); 

?> 

http://www.cille.com.my/info.php 

 

 

$ sudo rm /var/www/cille/info.php 

$ sudo mysql 
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> CREATE DATABASE cilledb; 

> CREATE USER ‘cille_user’@’%’ IDENTIFIED BY ‘Skills39’; 

OR 

> ALTER USER ‘root’@’localhost’ IDENTIFIED WITH 

mysql_native_password BY ‘password’; 

> GRANT ALL ON cilledb.* TO ‘cille_user’@’%’; 

> exit 

 

$ mysql –u cille_user -p 

> SHOW DATABASES; 

> CREATE TABLE cilledb.todo_list ( 

    item_id INT AUTO_INCREMENT, 

    content VARCHAR(255), 

    PRIMARY KEY(item_id) 

    ); 

> INSERT INTO cilledb.todo_list (content) VALUES (“Configure 

DNS Service”); 

> INSERT INTO cilledb.todo_list (content) VALUES (“Configure 

NFS Service”); 

> INSERT INTO cilledb.todo_list (content) VALUES (“Configure 

LAMP Service”); 
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> SELECT * FROM cilledb.todo_list; 

> exit 

$ sudo nano /var/www/cille/todo_list.php 

 

<?php 

$user = “cille_user”; 

$password = “Skills39”; 

$database = “cilledb”; 

$table = “todo_list”; 

 

try { 

  $db = new 

PDO(“mysql:host=localhost;dbname=$database”,$user,$password); 

  echo “<h2>TODO</h2><ol>”; 

  foreach($db->query(“SELECT content FROM $table”) as $row) { 

    echo “<li>” . $row[‘content’] . “</li>”; 

  } 

  echo “</ol>”; 

} catch (PDOException $e) { 

  echo “Error!: ” .$e->getMessage() . “<br/>”; 

  die(); 

} 

?> 
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http://cille.com.my/todo_list.php 
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 

 

 

$ sudo apt install -y postfix 

$ sudo dpkg-reconfigure postfix 

 

 

 

 

 

 

$ sudo service postfix reload 
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$ sudo adduser josh 

$ sudo adduser chia 
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$ sudo apt install -y dovecot-common 

$ sudo apt install -y dovecot-imapd dovecot-pop3 

 

$ cd /etc/dovecot/conf.d 

$ sudo cp 10-master.conf{,.bk} 

$ sudo cp 10-auth.conf{,.bk} 

 

... 

 service imap-login { 

   inet_listener imap { 

     port = 143 

   } 

... 

 # Postfix smtp-auth 

 unix_listener /var/spool/postfix/private/auth { 

    mode = 0660 

    user = postfix 

    group = postfix 

 } 
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auth_mechanisms = plain login 

 

$ sudo service dovecot restart 

 

$ sudo mysql -u root -p 

> CREATE DATABASE roundcubedb; 

 

 

> CREATE USER ‘roundcb’@’localhost’ IDENTIFIED BY ‘Skills39’; 

> GRANT ALL PRIVILEGES ON roundcubedb . * TO 

‘roundcb’@’localhost’; 

> FLUSH PRIVILEGES; 

> exit 

 

$ cd /var/www 

$ wget https://github.com/roundcube/roundcubemail/releases 

/download/1.6.0/roundcubemail-1.6.0-complete.tar.gz 

https://github.com/roundcube/roundcubemail/releases/
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$ sudo tar -xvf roundcubemail-1.6.0-complete.tar.gz 

$ sudo mv roundcubemail-1.6.0-complete roundcube 

$ sudo chown -R www-data:www-data /var/www/roundcube 

$ sudo mysql -u roundcb -p roundcubedb < 

/var/www/roundcube/SQL/mysql_initial.sql 

$ sudo nano/etc/apache2/sites-available/roundcube.conf 

<Virtualhost *:80> 

 ServerName cille.com.my 

 ServerAlias mail.cille.com.my 

 DocumentRoot /var/www/roundcube 

 

 ErrorLog ${APACHE_LOG_DIR}/roundcube_error.log 

 CustomLog ${APACHE_LOG_DIR}/roundcube_access.log combined 

 

<Directory /> 

  Options FollowSymLinks 

  AllowOverride All 

</Directory> 

 

<Directory /var/www/roundcube/> 
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  Options FollowSymLinks MultiViews 

  AllowOverride All 

  Order allow,deny 

  Allow from all 

</Directory> 

</Virtualhost> 

$ sudo a2ensite roundcube.conf 

$ sudo service apache2 reload 

$ sudo service apache2 restart 
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$ sudo rm -rf /var/www/roundcube/installer 
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